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Executive Summary
This document recommends a security domain architecture to be applied to the deployment and
use of IT Shared Services. It defines how client departments can incorporate IT shared services of
the type Co-location, Infrastructure as a Service (IaaS), and Platform as a Service (PaaS) into their
departmental security domains for the hosting of their applications within ITSS data centres. This
document also provides guidance as to how departmental security domains can be connected to
an ITSS shared services domain for the consumption of shared platforms and applications (i.e.
Platform as a Service and Software as a Service). This architecture is considered essential to the
successful deployment and certification of the GC Community Cloud. The proposed standard and
guidelines contained in this document should be transposable to the use of similar shared services
offered through a public cloud provider under contract to the GC.
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1

1.1

Introduction

Scope

This paper examines the delivery of shared services provided by PWGSC/ITSB1 to all of its
clients from the perspective of network security domains and zones. It defines a security
domain architecture and provides high level deployment guidance in the form of possible
configurations. Implementation guidance will be provided as part of a separate document.
The architecture and guidance provided may also prove useful to any other organization
involved in the delivery of shared services.

1.2

Background

There are many different types of security controls that can be applied in order to mitigate
risks to systems with varying levels of confidentiality, integrity and availability
requirements. CSE2 is in the process of publishing guidance (ITSG-33) that is based on the
NIST 800-533 series of standards, which defines 17 families of controls including technical,
management and operational. This document examines ways of partitioning instances of
ITSB services into (security) domains, and the further partitioning of components (i.e.
tiers) of services into (security) zones, through the use of security perimeters. These
represent but a few of the technical security controls that need to be implemented to
reduce the risk of compromise to an acceptable level. Other documents will define the
additional security controls (e.g. authentication, authorization, access control, encryption,
monitoring) that will be implemented as part of various ITSB services offered to
departments.
Figure 1 depicts possible locations, within a typical Internet facing three tier application,
where technical security controls can be deployed. For example controls applied to an
external user, for instance a citizen accessing a program application, would include the
use of a shared secret in order to register with the application, as well as the use of a
recognized certificate for authentication. Examples of controls applied to an internal user
(i.e. an employee) would be a security clearance, user accounts based on their role, as well
as user id and password (and possibly certificate) for access to services and applications.

1

Public Works Government Services Canada, Information Technology Services Branch
Communications Security Establishment, an agency of the Canadian Department of National Defence
3
US National Institute of Standards and Technology, Recommended Security Controls for Federal
Information Systems and Organizations

2
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Figure 1: Possible Location of Security Controls

In June of 2007 CSE published a document entitled ITSG-22, Baseline Security
Requirements for Network Security Zones in the Government of Canada (GC). In May of
2009 CSE published ITSG-38, Network Security Zoning, which was meant as a practical
guide on the use of a subset of the defined zones for both departmental facing and
Internet facing services. Figure 2 below, taken from ITSG-38 depicts one possible
conceptual architecture.
Five types of zones are depicted in this diagram and will be used throughout this
document. The following definitions are taken from ITSG-38. They are the Public Zone
(PZ), Public Access Zone (PAZ), Operations Zone (OZ), and Restricted Zone (RZ). “A
Public Zone is a network that is entirely outside of the control of the GC, the primary
example being the Internet.” “A Public Access Zone mediates access between operational
GC systems and a Public Zone. Security systems that would be resident in the PAZ include
application proxies, presentation servers, external facing DNS, and secure remote access
gateways.” “An Operations Zone is the standard environment for routine GC operations
and is where most end-user systems (i.e. workstations) and workgroup servers are
installed.” “A Restricted Zone provides a controlled network environment generally
suitable for business-critical services (that is those having medium reliability
requirements, where compromise of the service would cause a business disruption), or
large repositories of sensitive information.”

20-April-2011
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Figure 2: Sample Architecture using ITSG-22 Zones

The Management RZ is a special purpose restricted zone in which the systems and
administrators, who managed systems hosted in the PAZ, OS and production RZs, are
located. The management zones required for IT shared services are further defined in
Section 5 of this document. The perimeters shown between zones would typically consist
of firewalls, or filtering routers, that limit the kind of communications in and out of the
zone, as well as Intrusion Detection Systems (IDS) that monitor traffic flows to detect
abnormal behavior.
ITSG-38 was used as an input into the design of the domain and zones architecture
specified in this document, as advocated in ITSG-38 itself: “This document is an input into
the design process not a prescriptive design for all GC networks. The examples described
in this guideline are examples only and should not be copied verbatim in any network
design”.
Any additional terms that are used that may not be common knowledge to the intended
audience will be bolded and italicized upon first use (e.g. multi-tenancy), with a
corresponding definition included in Annex A.
PWGSC/ITSB will offer various types of services including Facilities Management Services
(FMS), Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a
Service (SaaS). These are depicted in Figure 3 below.

20-April-2011
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Figure 3: ITSS Shared Services

The Facilities Management Services (FMS) grouping includes co-location services where a
client is provided space, power, cooling and physical security. The Infrastructure as a
Service category includes Virtual Computing and Virtual Storage where the client is
provided computing and storage capacity. The Platform as a Service grouping includes
Web, Application and Database Hosting services where the client is provided the software
required to deploy a Web or custom application. The Software as a Service category
includes complete applications such as email and collaboration services shared across
multiple Government of Canada (GC) departments. The term “as a Service” differentiates
so called cloud services from utility computing and traditional hosting services in that
they include the following characteristics: on demand self service, broad network access,
resource pooling, rapid elasticity and measured service.4
Figure 4 depicts what the client department is responsible for providing and managing for
the various service types to be provided by ITSB. Although not depicted here, two levels of
PaaS service could be provided, where level 1 includes management only up to the OS,
whereas level 2 would also include the management of the platform software.

4

Essential Characteristics of cloud services as per Special Publication 800-145 The NIST Definition of
Cloud Computing
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Figure 4: Client vs ITSB Provided by ITSB Service Type

It could be construed from Figure 4 that SaaS services are built on top of PaaS services,
and that PaaS services are built on top of IaaS services. Although this is possible, it is not
always the case. Figure 5 depicts various combinations of SaaS, PaaS and IaaS that are
most likely to occur.

Figure 5: Implementation Scenarios for Combinations of IaaS, PaaS and SaaS

This paper defines a security domain standard and provides network zone deployment
guidance for use cases associated with each of these four categories of ITSB services. It
should be noted that the term “server” and its depiction in diagrams refers to either a
physical server (i.e. x86 server, LPAR on a mainframe or VPAR on a RISC platform) or a
virtual server (i.e. virtual machine) depending on the context. For instance virtual servers
would be the norm for IaaS by the very nature of the service.

20-April-2011
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Throughout this document, specific icons are used to represent the function that is
performed by a (physical or virtual) server as depicted in Figure 6.

Figure 6: Physical and / or Virtual Server Functions

It should also be noted that there is not necessarily a one to one mapping between
components of the logical architectures depicted and how they would be implemented.
For instance a single firewall appliance which supports multiple virtual firewalls could
“participate” in several logical perimeters. Alternatively, a software firewall implemented
as a virtual machine, or within a virtual machine, could be used to provide some or all of
the functionality of a logical perimeter.

20-April-2011
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2

Security Domains

The separation of IT infrastructure into domains is a means of aligning security
responsibility to security accountability and control. Within the Government of Canada
(GC), each department head (i.e. Deputy Minister) is accountable for the privacy of
program information and by necessity the integrity, confidentiality and availability of that
information.
Historically departmental accountability and responsibility have been maintained through
separate IT infrastructures. Each department deployed its own network, including
attached servers, storage and applications. The departmental network was the
quintessential example of a security domain. The departmentally based security domain
has been the standard IT logical deployment model that has enabled departments to
remain accountable for information privacy and security.
More recently technology has allowed the virtualization of networks, servers and storage,
providing the means to share IT infrastructure all the while providing the separation
required to maintain privacy and security accountability.
This section defines a typical departmental network, in terms of its composite network
security zones, and then illustrates how a department would make use of each of the types
of IT shared services depicted in Figure 3 from a domain and zones perspective.
Various virtualization technologies can be used to implement domain separation, for
example using VLAN and hypervisor technology. Technology is rapidly changing however,
and new methods will become available in time that potentially reduces the cost of
providing such separation. As mentioned in Section 1.1, implementation guidance will be
provided as part of a separate document.
Assurance of the methods used, including not only technology but also processes and
procedures, will be established through a formal continuous risk assessment process
resulting in the achievement and maintenance of Certification and Accreditation of the
shared services.

20-April-2011

7

Final V 1.0

ITSB/CTO

Architecture
Security Domains & Zones

2.1

The Departmental Baseline

The typical departmental network can be illustrated in terms of the zones defined in
Section 1 as depicted in Figure 7 below. The departmental intranet encompasses a multisite Operations Zone (OZ) that houses both user workstations and workgroup servers. For
example, user 1 is shown accessing an email server hosted within the departmental OZ
within their data centre. Also depicted is a user (user 2) interacting with a three tier
financial system, where the Web tier is located in the OZ, and application and data tiers
are housed within Restricted Zones (RZ) in the data centre. User 3 is shown accessing a
web site on the Internet through a proxy server in the Public Access Zone (PAZ).

Figure 7: Departmental Zoning Baseline

This diagram depicts the logical components of a typical departmental security domain.

2.2 Co-location Services
Departments may avail themselves of Co-location services in ITSS data centres to host
various applications. In the co-location case it is obvious that each client department must
be isolated from the others. ITSB has virtually no control over the security controls
applied to applications, systems and infrastructure deployed by each department, so each
needs to be part of the applicable departmental security domain. This is illustrated at a
high level in Figure 8. Co-location clients within ITSS data centres are currently
configured as dedicated (i.e. separate) security domains.

20-April-2011
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Figure 8: Client Departments in Separate Domains

The following sections examine in more detail typical deployment models where
departments augment their security domains through extensions into an ITSS data centre
in order to make use of Co-location services. Three use cases are examined here: 1)
Intranet accessible only, 2) Internet accessible only, and 3) both Intranet and Internet
accessible.

20-April-2011
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2.2.1 Intranet Accessible Only
In this use case, illustrated on the left in Figure 9 below, the department uses the ITSS Colocation service to deploy a two tier Program application within an ITSS data centre. The
client is provided space, power, cooling and physical security. The departmental intranet,
and therefore OZ, is extended into the ITSS data centre, and the department deploys an
Application RZ and Database RZ to house this new application. The application is only
accessible by users within the departmental OZ (i.e. user 4), so the environment deployed
within the ITSS data centre need not have a Public Access Zone (PAZ) or connectivity to a
Public Zone (e.g. Internet).

Figure 9: Co-location, Intranet Accessible Only Use Case

In this use case the departmental security domain is extended into a physical partition
within the ITSS data centre.

20-April-2011
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2.2.2 Internet Accessible Only
This use case is similar to the previous except that the application housed within the ITSS
data centre is only accessible via the Internet (e.g. a citizen facing web site). This is
depicted on the left in Figure 10. Note that there is no need in this case to extend the
departmental intranet or the OZ into the ITSS data centre to support application access by
departmental users. There is still a need however for departmental operations staff to
support the systems and applications that are resident there. This requirement is treated
in Section 5 Infrastructure Zones.

PZ
Perimeter
ITSS
Data Centre

PAZ
Perimeter
App

RZ
Perimeter
DB

RZ
Dept
Physical
Partition

Figure 10: Co-location, Internet Accessible Only
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2.2.3 Intranet and Internet Accessible
In this use case a Program application, which is hosted using the Co-location service in the
ITSS data centre, must be accessible by intranet users who submit transactions against the
application information (e.g. user 4), as well as by external users on the Internet (e.g. user
5) who can view a subset of the information (i.e. the Internet published subset). This use
case is depicted in Figure 11 below. One cautionary note is that this configuration results
in the department being multi-homed to the Internet, possibly causing unsymmetrical
routing unless default routes are managed.

Figure 11: Co-location, Intranet and Internet Accessible, Configuration 1

In this use case the departmental security domain is extended into a physical partition
within the ITSS data centre.
Another configuration is illustrated in Figure 12. In this case the Web tier is implemented
within the department’s existing PAZ thereby precluding the need to deploy a PAZ within
the ITSS data centre. Connectivity between the application tier and the web tier takes
place through the departmental OZ that is extended into the ITSS data centre. This
configuration precludes the multi-homing issue identified for the previous configuration.

20-April-2011
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Figure 12: Co-location, Intranet and Internet Accessible, Configuration 2

In some cases even departmental workgroup servers targeted for deployment within an
OZ will be hosted within an ITSS data centre as illustrated in Figure 13.
What is illustrated is typical of a smaller department that does not have its own data
centres. All of its applications are hosted within an ITSS data centre. Its operations zone is
extended into an ITSS data centre and its applications are hosted either in the extended
OZ (i.e. email), or RZs implemented within the data centre (i.e. financial application).
User 1 is accessing an email server located in the client OZ within the ITSS data centre.
The client email server is shown as accessing a client directory hosted within the client
database RZ within the ITSS data centre. User 2 is depicted as accessing a client financial
application hosted within the client application RZ, which in turn interacts with a
database located within the client database RZ. Finally, user access (i.e. user 3) to the
Internet through a proxy within a PAZ is also depicted.
This use case is applicable to Co-location, IaaS and potentially PaaS, where a client server,
virtual server or application is hosted within a client Operations Zone (OZ).

20-April-2011
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Figure 13: Hosting Within a Client OZ Within an ITSS Data Centre

Again, in this use case the departmental security domain (i.e. OZ) is extended into a
physical partition within the ITSS data centre.

2.3

Infrastructure as a Service

Infrastructure as a Service (IaaS) services will provide clients with a lower cost, higher
value alternative to Co-location services.
In the IaaS service type, a client is provided with computing power, memory, storage and
network bandwidth. These components, as well as the virtualization software that permits
sharing of the infrastructure (e.g. hypervisor), are configured and managed by ITSB.
Because ITSB is responsible for these components it also is responsible for the security
controls that are provided by these components. At the same time, the client has
responsibility for the operating system (OS), platform (e.g. web server software,
middleware software, database server software) and application software (e.g. application
logic programming and content). The client may also require (and have control over the

20-April-2011
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configuration of) perimeters between the tiers of the application architecture (e.g.
between their application RZ and their database RZ).
Given that each department maintains responsibility for a significant portion of the total
solution, including the security controls to be implemented, it is unlikely that the risk of
grouping multiple client departments into a single domain, and the sharing of zones that
this implies, would be acceptable. For this reason a domain per department as previously
depicted in Figure 8 is recommended for IaaS type services.
Similarly to Section 2.2, three use cases are examined here: 1) intranet accessible only, 2)
Internet accessible only, and 3) both intranet and Internet accessible.
2.3.1 Intranet Accessible Only
This is very similar to the use case described in Section 2.2.1. In this variation however the
department uses ITSS IaaS to deploy a Program application within an ITSS data centre.
The departmental intranet, and therefore OZ, is extended into the ITSS data centre, and
the department deploys an Application RZ and Database RZ to house this new application.
The client is provided virtual machines instead of supplying physical servers themselves.
These virtual machines include CPU, Memory, Storage and Network capacity, The client
provides the rest of the software, including the operating system and both platform
software (e.g. Apache Web Server, Websphere, Oracle Database Server), and the
application “program”. The perimeter between the OZ and the Application RZ, as well as
between the Application RZ and the Database RZ would be provided as options to the
client if required (i.e. if the client is deploying a multi-zoned application).
The only difference between this use case and the Co-location one described in Section
2.2.1 is that the client receives a virtual private partition of the ITSS infrastructure, instead
of a physical partition within the data centre. This is depicted on the left of Figure 14
below.

20-April-2011
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Figure 14: IaaS, Intranet Accessible Only

In this use case the departmental security domain is extended into a virtual partition
within the ITSS data centre. The resources deployed within the ITSS data centre are
dedicated to the client department but they are virtual networks (i.e. VLANs), servers (i.e.
Virtual Machines) and firewalls rather than separate physical resources. Separation
between departments sharing the physical resources is provided by virtualization
technology (e.g. hypervisor).
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2.3.2 Internet Accessible Only
This is synonymous to the use case described in Section 2.2.2 except that it is based on the
use of IaaS services as opposed to Co-location services. The client is provided with a
virtual private partition within the ITSS data centre infrastructure rather than a physical
partition within the data centre as depicted on the left in Figure 15. As was the case for colocation in Section 2.2.2, there is no need to extend the departmental intranet or the OZ
into the ITSS data centre to support application access by departmental users. There is
still a need however for departmental operations staff to support the systems and
applications that are resident there. This requirement is treated in Section 5 Infrastructure
Zones.

Figure 15: IaaS, Internet Accessible Only

The resources deployed within the ITSS data centre are dedicated to the client department
but they are virtual networks (i.e. VLANs), servers (i.e. Virtual Machines) and firewalls
rather than separate physical resources. Separation between departments sharing the
physical resources is provided by virtualization technology (e.g. hypervisor).

20-April-2011
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2.3.3 Intranet and Internet Accessible
This is synonymous to the use case described in Section 2.2.3 except that it is based on the
use of IaaS services as opposed to Co-location services. The client is provided with a
virtual private partition of the ITSS infrastructure rather than a physical partition within
the ITSS data centre as depicted on the left in Figure 16. Similar to the co-location
configuration depicted in Section 2.2.3, this configuration results in the department being
multi-homed to the Internet, possibly causing unsymmetrical routing unless default
routes are managed.

Figure 16: IaaS, Intranet and Internet Accessible, Configuration 1

Again, in this use case the departmental security domain is extended into a virtual
partition within the ITSS data centre. The resources deployed within the ITSS data centre
are dedicated to the client department but they are virtual networks (i.e. VLANs) and
servers (i.e. Virtual Machines) rather than separate physical resources. Separation between
departments sharing the physical resources is provided by virtualization technology (e.g.
hypervisor).
Similarly to Section 2.2.3, an alternate configuration is illustrated in Figure 17. In this case
the Web tier is implemented within the department’s existing PAZ thereby precluding the
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need to deploy a PAZ within the ITSS data centre. Connectivity between the application
tier and the web tier takes place through the departmental OZ that is extended into the
ITSS data centre. This configuration precludes the multi-homing issue identified for the
previous configuration.

Figure 17: IaaS Intranet and Internet Accessible, Configuration 2
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2.4 Platform as a Service
In addition to IaaS services, PaaS types services will be offered to clients. PaaS services
offer more functionality than IaaS services. They include not only the servers (i.e. physical
or virtual) that come preconfigured with the operating system (e.g. Linux or Windows),
but also all platform software (e.g. Apache Web Server, Websphere, Oracle Database
Server) required by the application. The client need only provide and manage the
application software (or business logic) and content. These PaaS type services are
currently provided either in the client’s private domain or in a shared ITSS domain. In the
case of dedicated PaaS services, from a network security zoning architecture perspective,
the three PaaS use cases, namely Intranet Accessible Only, Internet Accessible Only, as
well as the Intranet and Internet Accessible use case, are identical to those defined for IaaS
(i.e. the diagrams would not appear different). There is a difference however in that in
PaaS, ITSB is responsible for, and therefore has control over, more of the software stack
and therefore more of the relevant security controls.
In the case of shared PaaS type services, not only are network security zones shared by
multiple client applications, but also servers and instances of software (i.e. OS, web server
software, application server software, and data base server software), as depicted in Figure
18.

Figure 18: Shared PaaS Services

Typically, platform software has multi-tenancy features, capable of providing some type
of separation between each client’s / application’s logic and content. The methods used to
provide this separation vary in strength depending on the product. Examples include
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virtual hosts in common web server software (e.g. Apache Web Server), application
containers in common application server software (e.g. JBoss), as well as schema isolation
techniques (e.g. fine grain access control) in database server software (e.g. Oracle
Database Server). This is illustrated in Figure 19. Also shown is the fact that these shared
platforms can be clustered to provide scaling and enhanced reliability to services.

Figure 19: Platform sharing techniques

Figure 19 depicts a production PaaS domain, meaning a runtime environment for existing
applications. Also required are development and testing environments where applications
are created and maintained over time. This is illustrated in Figure 20 below. Applications
are created and tested in the development environment, after which they are “promoted”
(i.e. moved) to the staging where they are tested in a production like environment. Finally,
once the application has successfully passed client acceptance within staging, it is
“promoted” to the production hosting environment.
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Figure 20: Application Creation to Hosting

Each of these three environments is depicted as within a separate security domain. This is
to help ensure the integrity of the three environments. There could be a dedicated
development domain for each client (implemented by the client on the IaaS service), or a
shared development domain provided as a shared service based on the most common
development frameworks and environments for both Linux and Windows. Because the
staging environment needs to be as similar to the production environment as possible, the
staging environment should be shared and, therefore by nature, hosted in a shared
domain. Examples of services that could be provided as part of a shared PaaS include
single tier web hosting, three tier application hosting, database hosting (DBaaS), and
virtual desktop as a service (vDaaS).
The movement of application files (e.g. war, ear, dll) and database scripts from one
domain to another could be done either offline (i.e. through portable media) or online,
through proper security controls. In the case of movement through portable media,
examples of security controls include use of media reserved for this function, and the
scanning of media for viruses before each use. In the case of online movement, an example
20-April-2011
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would be the use of secure file transfer (i.e. push to a holding area by the developer, then a
pull into the target application container by ITSB).
It should be noted that any applications offered as Software as a Service (SaaS), as further
defined in Section 2.5, would leverage the shared PaaS services and therefore would be
“collocated” within the same shared domain. This will allow SaaS applications to leverage
PaaS services to the greatest extend possible, thereby helping to reduce their cost.
A shared-instance architecture (depicted in Figure 18) is contrasted with the virtualized
multi-instance architecture depicted in Figure 21 below. In the latter approach several
clients share a single server, but with a virtual server (i.e. virtual machine) dedicated to
each. In this fashion, each client has their own instance of both the operating system (OS)
and platform software (e.g. web server software, application server software, database
server software).

Figure 21: Virtualized Multi-instance Architecture for Future PaaS Services

As in all competing approaches, there are both strengths and weakness to dedicated and
shared PaaS services. These are summarized in Table 1. Shared PaaS services offer lower
cost, whereas dedicated PaaS services provided greater flexibility in terms of release
management and per client SLAs, and can provide more robust client/application
separation. Each of these approaches therefore has its place depending on the needs of the
client and the application(s) in question.
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Table 1: Strengths and Weaknesses of Multi-tenancy vs Multi-instance Approach

Aspect

Shared PaaS (Multi-tenancy)

Dedicated PaaS (Multi-instance)

Hardware Sharing

Yes

Yes, if offered on a virtualized hardware
platform (i.e. IaaS) , otherwise no.

OS Sharing

Yes

No. No additional software acquistion
cost however if OS is open source.

Platform Software
Sharing

Yes

No. No additional software acquisition
cost however if platform software is
open source, or license is per CPU
rather than per instance.

Application /
Solution
Development

Requires skilled programmers to
implement adequate separation
between clients and for per client
customization.

Fewer constraints on the choice of
development frameworks and
environments.

Backup and
Recovery

Difficult to customize per client.

Simpler Backup and Recovery for each
client.

Client Separation

Weaker isolation and therefore
lower assurance of client
confidentiality, integrity and
availability.

Stronger isolation and therefore higher
assurance of client confidentiality,
integrity and availability.

Operations Cost

Fewer numbers of instances of OS
and platform software result in
lower maintenance and
management costs.

Deployment and support automation
can reduce but not eliminate the higher
cost of operations related to a larger
number of instances of software.

Allows per client
release mgmt

No

Yes

Allows per client
Quality of Service

No

Yes

Allows per client
Security
Management

No

Yes, security can be managed per
virtual PaaS server for client specific
requirements.

Client departments share, and must accept, any residual risk identified through the formal
risk management process that any shared PaaS services will undergo in order to achieve
and maintain certification and accreditation.
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Shared PaaS services can be consumed by applications hosted within the shared PaaS
domain or by applications hosted within a client private domain. This latter case is
illustrated in Figure 22 where an application hosted within a domain dedicated to a
department is consuming database services that are hosted within the shared PaaS (i.e.
DBaaS). The departmental application is depicted accessing the shared database service
through the departmental OZ. The DBaaS interface is reachable through an extension of
the departmental OZ implemented by extending its intranet into the ITSS data centre
hosting the service.

Figure 22: Departmental application accessing a shared Database as a Service (DBaaS)

Finally Figure 23 depicts a departmental application that is hosted on a shared PaaS being
accessed by departmental users that are located within the departmental intranet (i.e.
within the departmental OZ).
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Figure 23: Departmental users accessing a PaaS hosted application via their intranet

2.5 Software as a Service
In addition to IaaS and PaaS services, shared applications will also be provided as part of a
Software as a Service (SaaS) set of offerings. SaaS services are complete applications that
are shared by multiple clients. Examples include a shared eMail service or a shared
Collaboration service. These applications will reside within the same shared domain as the
shared PaaS set of services. This will enable SaaS applications to leverage the shared PaaS
services to the greatest extent possible (i.e. for SaaS applications to be hosted on the PaaS
services). For SaaS, ITSB is fully accountable for the security of these applications and
responsible for implementing all of the security controls appropriate to the risk profile
and sensitivity of the information that will be transmitted or stored. Client departments
share, and must accept, any residual risk identified through the formal risk management
process that such SaaS services will undergo in order to achieve and maintain certification
and accreditation.
Figure 24 depicts a possible configuration for SaaS, illustrating, through the example of a
shared collaboration service, how a department would interface to the SaaS domain and
zones in order to gain access to the service.
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Figure 24: Possible deploymen model for a department accessing SaaS Services

In Figure 24 we see a client Collaboration user administrator (i.e. user 1) and a client
Collaboration user (i.e. user 2) accessing the Collaboration service hosted within an
application RZ. We also see communication (i.e. LDAP) between a departmental directory
(e.g. Active Directory) located within the departmental OZ, and the Collaboration
directory (e.g. Oracle Internet Directory) for synchronization. Note that the interactions
between client department users and systems in the OZ and the systems in the ITSS SaaS
RZs are shown as terminating in the ITSS PAZ. This is consistent to ITSG-22
recommendations that all incoming connections from an uncontrolled zone be
terminated within a PAZ. In the case of the AD to OID synchronization, termination in
the PAZ assumes the existence of an appropriate LDAP proxy server. Other configurations
are possible and these are discussed in Annex B: Inter-Domain Communication
Guidelines.
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3

Inter-domain Communications

There will be a requirement for communications between systems or users that are
located in different security domains. For instance, a departmental program application
may need to access PKI certificates associated with a credential management service
offered as a SaaS and therefore hosted within an ITSS SaaS domain.
Communication between security domains will need to take place through controlled
inter-domain interfaces that are negotiated between security domain authorities. This is
illustrated at a high level in Figure 25 below. In addition to the security perimeters
illustrated in the diagram, other security controls may need to be deployed to meet the
security requirements of both parties. These will be dealt with in other publications as
indicated in Section 1.2.

Figure 25: Inter-domain Communications

Annex B defines other inter-domain interface configurations that could be used.
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4

Intra-domain Communication

Many applications may be hosted within a single domain. Because these applications
share network security zones, they have the potential for direct communications between
each other, as depicted in Figure 26 below, for both a dedicated departmental domain and
the shared PaaS / SaaS ITSS domain.
An ITSS shared services domain, depicted to the right of Figure 26, contains several
services (i.e. SVC1, SVC2 and SVC3), all sharing the same PAZ, Application RZ and
Database RZ network security zones. The servers within each tier are connected to the
same subnet, creating a potential communication path between servers without having to
transition any kind of perimeter. Any risk associated with this type of direct
communications can be mitigated through the implementation of other types of security
controls, for instance private VLANs, white lists configured within the OS or application of
each server, and IDS or firewall implemented within each server (virtual or physical) or on
each subnet monitoring correct connection and protocol behavior.
The same is true for the departmental domain pictured on the left of Figure 26.

Figure 26: Intra-Domain Communication
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5

Infrastructure Zones

In addition to the zones discussed earlier in this document (i.e. PAZ, Application RZ and
Database RZ), a server will typically needs to “reside in” or “connect to” other specialized
zones. This is illustrated in Figure 27 and further discussed below.

Figure 27: Server Centric View of Other Network Zones

The server depicted in this diagram could be a presentation server (i.e. tier 1 server in a
PAZ), an application server (i.e. a tier 2 server in an application RZ) or a database server
(i.e. a tier 3 server in a database RZ).
Servers are provided access to storage by being connected to the Storage RZ. Note that the
perimeter shown between the server and the Storage RZ could be a distinct perimeter as
depicted, for instance in the case of IP based storage, or could be imbedded in the storage
network “fabric” as in the case with Fibre Channel (FC). Storage can be further
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compartmentalized by client and by zone (e.g. application RZ and database RZ) through
appropriate virtualization technology (e.g. vSANs, LUN masking, fibre channel fabric
zoning).
Servers also “reside” within the ITSS Management RZ from which they can be managed by
ITSB. Through this connection they can also be monitored for availability and
performance (i.e. by monitoring services located within the Monitoring RZ), and receive
utility services (e.g. patch, update, network time, name to address resolution) from servers
located within the Management RZ.
Finally, client application and infrastructure administrators have access from their
departmental Operations Zone (OZ) to servers either through a dedicated Client
Management RZ, as depicted in Figure 27, or through access to the server’s “production”
RZ. This latter configuration is depicted in Figure 28.

Figure 28: Client administration through the server RZ
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In both cases, administrators have access to the hardware and software either from within
their respective OZs, or by connecting from the PZ (i.e. Internet) to their OZs as depicted
at the top of Figure 27 and Figure 28. Note that the risk created by allowing remote
management must be mitigated through the implementation of appropriate compensating
controls. Examples include the use of two factor secure remote access, use of only GC
provided and managed workstations, network admission control based on “in-profile”
checking, etc.
It should be noted that since all servers are interconnected to the ITSS and client
management network (i.e. subnet). This creates a potential communication path between
servers without having to transition any kind of perimeter. Any risk associated with this
type of direct communications can be mitigated through the implementation of other
types of security controls, for instance private VLANs, white lists configured within the OS
or application of each server, and IDS or firewall implemented within each server (virtual
or physical) or on each subnet monitoring correct connection and protocol behavior.
Figure 29 illustrates the division of responsibility between ITSB and a client department in
the management of an IaaS based (hosted) application. In the case of a PaaS based
application, ITSB would also manage the OS and platform software rather than the client.
In the case of a shared application (SaaS) provided by ITSB, the entire “stack” (i.e.
hardware, OS, platform software, and application) would be managed by ITSB.

Figure 29: ITSS vs Client Admin Responsibilities for IaaS=
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It is worth noting that role based access should be enforced for the management of the
hardware, hypervisor, OS, platform, application and data to ensure that ITSS and client
department admin staff can only see and control what they need to see and control in
order to perform their designated duties. It should also be noted that in the case of
PWGSC, the same division of responsibility illustrated in the above diagrams will exist,
with ITSB staff providing the ITSS administration function through the ITSS Management
RZ, and the AMI&TOS staff providing the client management function through the Client
Management or Server RZ.
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6

Zone Deployment Considerations

Section 2 presented zone deployment models based on various ITSS service use cases. The
application architectures used for illustrative purposes within the various deployment
models were not specifically discussed, nor were all of the common application
architectures even depicted. This section looks at each of the prevalent architectures
found today, and proposes a zone deployment model for each.

6.1

Application Architecture

Applications can be thought of in terms of three major functions: 1) the presentation
function responsible for the representation of information to a user, 2) the application
processing function responsible for creating or transforming information based on some
form of business logic, and 3) the data management function that determines how the
information is structured for storage and retrieval. This separation of functionality is
referred to as a tiered architecture.

6.2 Three Tier Architecture
In a three tier architecture, each of these functions is implemented as a separate computer
process, sometimes referred to as tier. This allows each function to reside on its own
server, whether physical or virtual. The typical network security zone deployment model
for both Internet and Intranet facing three tier applications is depicted in Figure 30.

Figure 30: Zoning for a Three-Tier Application
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Applications following a three-tier architecture are preferred in that they lend themselves
to the zoning model recommended by CSE. There are cases however where an application
is implemented in two tiers, or even in one single tier. These cases are discussed below.

6.3 Two Tier Architecture
In some cases, especially in older applications, each of the three functions is not
implemented on separate servers. In some cases, two of the functions are implemented as
a single process, or two processes are implemented on a single server for cost reasons.
6.3.1 Application Processing and Data Functions Combined
This is the case where the application processing and data management functions are
combined into a single process and/or server. ITSG-38 recommends that such an
application should reside in the Application Restricted Zone (RZ) as depicted in Figure 31
for both an Internet facing and an Intranet facing application.

Figure 31: Two Tier, Application Processing and Data Management Combined
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6.3.2 Presentation and Application Processing Functions Combined
This is the case where the presentation and application processing functions are combined
into a single process and/or server. ITSG-38 does not specifically deal with this case but
one could assume that the same “bubble up” logic used for the case defined in Section 6.3.1
would apply. This is depicted in Figure 32, where the application resides in the Public
Access Zone (PAZ). The server and application should be appropriately hardened to
mitigate any additional risk associated with it residing in the PAZ rather than within an
application RZ.

Figure 32: Application Bubbles Up to the PAZ
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If server and application hardening are deemed inadequate to achieve a risk level
acceptable to the business owners of the application, then it may be possible to deploy
other compensating controls such as fronting the application by a proxy server located
within the PAZ or OZ. This would allow the application to reside within the Application
RZ. This deployment model is illustrated in Figure 33. This assumes that the cost of
deploying and maintaining the proxy is warranted by the amount of reduced risk achieved
by its presence. Only the business owner can make this determination.

Figure 33: Use of a Proxy Server
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6.4 Single Tier Architecture
In some cases, the type of application does not warrant a three or even two tier
implementation. An example of this would be a simple web site with little or no
application processing (implemented as CGI scripts within the web server platform), and
little or no dynamic storage or retrieval requirements. Again following the “bubble up”
logic, the application could reside entirely in the PAZ as depicted in Figure 34. If a risk
assessment indicated that this did not meet the security assurance requirements of the
business owner, and that no other compensating controls could be used to reduce the risk
to an acceptable level, then the application could be deployed within a restricted zone,
and fronted by a proxy server in the PAZ (or OZ) as depicted in Figure 35, in order to
terminate all user connections within the PAZ.

Figure 34: Bubble Up for Single Tier Application

Figure 35: Use of a Proxy Server
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6.5 Fat Client
Not all applications are created for access through a web browser. In applications
implemented using a client-server architecture, the presentation function, and some of
the application processing may be implemented within client software running on the
user’s workstation. This software is sometimes referred to as a “fat client”.
6.5.1 Fat Client – Presentation Function
This is the case where the presentation function is provided by client software running on
the user’s workstation. For Internet facing applications, a proxy server should be used to
mitigate user access to the application, such that all incoming connections are terminated
within the PAZ as per ITSG-22 recommendations. This deployment model is represented
for an Intranet facing application in Figure 36 (top of the figure). This assumes the
availability of a suitable proxy.

Figure 36: Fat Client - Presentation Function

In the case of the Intranet facing application, other alternatives to a proxy server are
possible. For instance, the “fat client” software could run on a presentation server (e.g.
Citrix), with “thin client” access from a user workstation. Also, direct access to the
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application by the Fat Client may be acceptable from a risk perspective in the Intranet
case (e.g. Outlook access to Exchange Server), given the existence of other security
controls (e.g. user authentication and authorization). Both of these deployment models
for Intranet facing applications are depicted in Figure 36 (middle and lower part of the
figure respectively).
6.5.2 Fat Client – Presentation and Application Function
This is the case where the presentation function and application function (usually
minimal) are provided by client software running on the user’s workstation. The client
software is meant to interact directly with a database. For Internet facing applications, a
proxy server should be used to mitigate user access to the database, such that all incoming
connections are terminated within the PAZ as per ITSG-22 recommendations. This
deployment model is represented for an Internet facing application in Figure 37 (top part
of the diagram). This assumes the availability of a suitable proxy.

Figure 37: Fat Client - Presentation and Application Functions

In the case of the Intranet facing application, other alternatives to a proxy server are
possible. For instance, the “fat client” software could run on a presentation server (e.g.
Citrix), with “thin client” access from a user workstation. Also, direct access to the
application by the Fat Client may be acceptable from a risk perspective, in the Intranet
case, given the existence of other security controls (e.g. user authentication and
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authorization). Both of these deployment models for Intranet facing applications are
depicted in Figure 37 (middle and bottom of the diagram respectively).

6.6 User Devices
Various devices can be used to access departmental and shared applications and services.
This includes web browser based access by desktop workstations, laptops, and various
wireless handheld devices, including smart phones. It can also include access by so-called
fat clients as discussed in Section 6.5.
Users fall broadly into two categories: 1) internal (e.g. employees) and 2) externals (e.g.
citizens).
Internal users, as the name implies, access applications and services from within a
Government domain and zone. In most cases these internal users are located, either
logically or physically, within an operations zone (OZ) within a departmental domain. An
example of an internal user who is physically located within a departmental OZ is one
working from a desktop workstation attached to the departmental intranet. An example of
an internal user who is logically located within a departmental OZ is one who is working
from a wireless laptop, from a commercial WIFI hot spot (e.g. coffee shop), but
connecting to their departmental intranet via a secure remote access tunnel (e.g. IPSec).
External users, as the name implies, access Government applications from outside
Government domains, usually from the Internet. Access to application functionality
and/or information is granted based on security controls that meet the privacy and
confidentiality requirements of the information being accessed. These controls vary from
minimum for access to public information, to very comprehensive for private or sensitive
information (e.g. two factor authentication, program based authorization, encryption
while in transit).
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7

Implementation of Logical Views

The various architectures and deployment models represented in this document are
logical in nature. One should not assume a one-to-one relationship between a logical
component that is depicted and a physical (or virtual system) that would be used to
perform the function depicted in the model. For instance, as indicated in the Section 1, the
depicted servers would often be virtual servers rather than physical ones. For insance, in
the case of IaaS, all server instances would be virtual. This is also true for perimeters,
which will increasingly be implemented as virtual security appliances (e.g. a firewall
context on a network services switch, software firewall running as a virtual machine on a
server, or within a virtual machine) rather than as a physically separate appliance.
The models presented in this document refer to the location in which IT shared services
(e. g. Facilities, IaaS, PaaS or SaaS) are located at an ITSS data centre. This architecture
and the models depicted are equally valid if the location of the services is instead located
in an outsourced data centre, including a commercial cloud service contracted for by the
GC.
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8

Conclusions

Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service
(SaaS) are cloud based services that are similar in nature to services traditionally offered
by PWGSC/ITSB under its Data Centre Services portfolio (e.g. co-location, web hosting,
database hosting). The main difference however is the virtualized and automated nature
of cloud services providing cost, as well as agility advantages.
IaaS provides for the creation of virtualized co-location, allowing multiple client
departments to share compute, network and storage infrastructure, all the while providing
the ability to create separation between virtual systems. The departmentally based
security domain that has been used for co-location services for years is appropriate as the
standard to be applied to IaaS.
Managed operating system (OS) and platform software (e.g. web server, application
server, and database server software) could be provided to virtual servers (IaaS) deployed
within dedicated client domains. Additional cost savings can be achieved however by
offering departments with application, desktop and database hosting services on shared
platforms that are specifically architected for shared use, providing adequate controls to
ensure information privacy and security. These shared platforms would be located in an
ITSS domain rather than a departmentally dedicated domain. This ITSS domain would
also be where shared applications (i.e. SaaS) would be hosted, thereby allowing PaaS
services to be fully leveraged, reducing the cost of deploying new applications, and
reducing the time required to deploy them.
A premise of this document is that a set of isolated systems (real or virtual) constitutes a
security domain instance, and that communications between such domains must pass
through a security perimeter. Technology is changing rapidly, which means that the most
cost effective means of providing domain separation will also change. For this reason this
document tried to refrain from referencing specific technologies. At times however
examples of possible technologies were given to facilitate the reader’s understanding of
the concepts. It is the role of the companion implementation guidelines document to
define how technology can be used to provide the required separation.
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Annex A: Definitions
Word

Definitions

co-location

The sharing of data centre space and power by different clients
(tenants) sometimes involving physical security between co-location
spaces (e.g. cages).

domain

A set of isolated systems (real or virtual). Communications between
domains is controlled and therefore must pass through a security
perimeter.

FMS

Facilities Management Services: managed data centre facilities
provided to clients as a service. Also referred to as co-location
services as defined above.

IaaS

Infrastructure as a Service: computing and storage resources that can
be configured by clients online, on a pay per use basis.

multi-instance

Refers to an architecture where each client within a multi-tenant
environment is provided dedicated compute and storage resources, as
well as instances of operating system, middleware and application
software. Through virtualization techniques however, clients can
share hardware (e.g. VMware Vsphere 4).

multi-tenancy

Refers to a principle in software architecture where a single instance
of the software runs on a server, serving multiple client organizations
(tenants). Software applications that are designed with a multitenancy architecture are created to virtually partition data and
configuration so that each client organization works with a
customized virtual application instance.

Network Access
Control (NAC)

A series of checks performed by the network before it allows an end
device to connect. The checks are used to determine if the
workstation is “”in-profile” or not, meaning whether it has all
mandatory patches to the OS, up to date virus checker, etc.

PaaS

Platform as a Service: scalable application environments that can be
rapidly deployed, on a pay per use basis.
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Program

A departmental program is a major service delivery responsibility of a
department, recognized both within its formal mandate and in the
yearly appropriation of funds.

SaaS

Software as a Service: an application that can be deployed by clients
simply by creating user accounts. Usually some customization is
possible for each client, and in some cases for each user (e.g.
preferences).

tier

A major functional component of an application. The most common
tiers are the Web (presentation), Application (business logic) and
Database (data organization) tiers.

tiered
architecture

The division of an application into its functional components (e.g.
web, application logic, data), each implemented as a separate
computing process, thereby allowing each one to be hosted in a
separate real or virtual server.

virtualized multiinstance

Hardware virtualization which allows each client to have dedicated
instances of OS and platform software, all the while sharing compute
and storage resources.

zone

A conceptual area of trust in which computing resources and users
are allocated. Communication between zones is controlled based on
the need for such communications and the level of trust between the
zones that are involved.
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Annex B: Inter-Domain Communication Guidelines
This annex presents different use cases and deployment models related to inter-domain
communications. An example is used as the basis for illustration: a client department is
making use of a shared collaboration service (i.e. ITSS SaaS shared application).
Two use cases are described, with various domain and zone deployment model variations
for each. It is anticipated that use cases will be added in time to illustrate other commonly
required domains and zones deployment models. It is further expected that the number of
variations for each use case will diminish as more conclusive best practices can be
established based on the experience gained through certification and accreditation.

Figure 38: SaaS, Shared Collaboration Service, Use Case 1, Model 1

In Figure 38 we see a client Collaboration administrator (i.e. user 1) and a client
Collaboration user (i.e. user 2) accessing the Collaboration service hosted within an
application RZ. We also see communication (i.e. LDAP) between a departmental directory
(e.g. Active Directory) located within the departmental OZ, and the Collaboration
directory (e.g. Oracle Internet Directory) for synchronization. Note that the interactions
between client department users and systems in the OZ and the systems in the ITSS SaaS
RZs are shown as terminating in the ITSS PAZ. This is to conform to ITSG-22
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recommendations that all incoming connections from an uncontrolled zone be
terminated within a PAZ. An interaction is also shown between a departmental user (i.e.
user 4) and a financial application hosted within the client department data centre just for
completeness. This interaction is not related to inter-domain communications
requirement that is the purpose of the illustration.
A variation on Use Case 1 is depicted in Figure 39. In this use case the client departmental
OZ is connected to the shared Collaboration service database RZ through a perimeter, to
provide a more direct path for synchronization between the two directories. This may be
acceptable in that interactions between systems (i.e. one to one) mitigated through a
perimeter can be considered lower risk than those involving user interactions with an
application (i.e. many to one).

Figure 39: Shared Collaboration Service, Use Case 1, Model 2

20-April-2011

47

Final V 1.0

ITSB/CTO

Architecture
Security Domains & Zones

Figure 40 depicts a slightly different use case where the client department directory is
located in a Restricted Zone (RZ) within the departmental data centre rather than in their
Operations Zone (OZ). The LDAP interaction between the client department directory
(e.g. AD) and the Collaboration service directory (e.g. OID) must cross additional zones
and therefore perimeters. Note that the interactions between the client department
directory and the Collaborative service directory are shown as terminating in the
departmental and ITSS PAZs. This is to conform to ITSG-22 recommendations that all
incoming connections from an uncontrolled zone be terminated within a PAZ. This is
likely impractical however from a performance perspective, and also from the point of
view of the availability of appropriate LDAP proxies for the PAZ.

Figure 40: SaaS, Shared Collaboration Service, Use Case 2 Model 1
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A variation on Use Case 2 (i.e. model 2) is depicted in Figure 41. As is in Use Case 2 Model 1,
the client departmental OZ is connected to the shared Collaboration service database RZ
through a perimeter. The departmental OZ is also connected to the departmental
database RZ. This provides a more direct path for synchronization between the two
directories. This also allows a more specialized perimeter to mitigate the synchronization
communications than if the two PAZs were to be traversed.

Figure 41: Shared Collaboration Service, Use Case 2 Model 2
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Figure 42 depicts another possible variation (use case 2 model 3), where the departmental
database RZ is extended into the ITSS data centre, where it connects to the SaaS database
RZ through a perimeter. Like the previous variation, it provides a more direct connection,
but in this case, one that is independent of the client OZ.

Figure 42: Shared Collaboration Service, Use Case 2 Model 3
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Finally, Figure 43 is a slight variation on Use Case 2 model 3, where the database RZ was
extended between the data centres. In this variation the client also provides a perimeter at
their end in order to increase the assurance of security of their database.

Figure 43: Shared Collaboration Service, Use Case 2 Model 4
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Clearly some of the above models could consume more perimeter and network resources
than others, which needs to be taken into account when selecting between available
options.
The differences between the various use cases and models are summarized in Table 2
below.
Table 2: Differences in Use Cases and Models
Use Case and Model

User Connections

Server Location

Server Connections

Use Case 1 Model 1

PAZ

OZ

PAZ

Use Case 1 Model 2

PAZ

OZ

OZ

Use Case 2 Model 1

PAZ

RZ

PAZ

Use Case 2 Model 2

PAZ

RZ

OZ

Use Case 2 Model 3

PAZ

RZ

RZ single Perimeter

Use Case 2 Model 4

PAZ

RZ

RZ two Perimeters
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